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Syndrome Decoding
Let F be a field. Let n,k,w € N, w < n.
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Syndrome Decoding
Let F be a field. Let n,k,w e N, w < n.

Definition (Syndrome Decoding Problem)

Extract e out of
(H,s=H-e)

where H € F("=kK)*" is 3 parity-check matrix and e € F” a noise vector
of Hamming-weight w  (hw(e) = # {i € [n] | & # 0}).
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Syndrome Decoding
Let F be a field. Let n,k,w e N, w < n.

Definition (Syndrome Decoding Problem)

Extract e out of
(H,s=H-e)

where H € F("=kK)*" is 3 parity-check matrix and e € F” a noise vector
of Hamming-weight w  (hw(e) = # {i € [n] | & # 0}).

Definition (Learning Parity with Noise)

Extract x out of

(G,y=Gx+e)

where G € F"™k is a generator matrix, e € F” of Hamming-weight w,
and x € Fk.
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Regular Syndrome Decoding
Let n = bw for b € N.
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Regular Syndrome Decoding
Let n = bw for b € N.

e € F" is called b-regular if it can be subdivided into consecutive chunks
e=(eM ... &)

such that e() € F? and hw(e()) < 1.
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Regular Syndrome Decoding
Let n = bw for b € N.

e € F" is called b-regular if it can be subdivided into consecutive chunks

e=(eM ... &)

such that e() € F? and hw(e()) < 1.
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Regular Syndrome Decoding

Let n = bw for b € N.
e € F" is called b-regular if it can be subdivided into chunks

e=(eM, ... W)
such that e() € F® and hw(e()) < 1.

Definition (Regular Syndrome Decoding Problem)
Extract e out of

(H,s=H-e)

where H € F("kK)*" is 3 parity-check matrix and e € F” is b-regular.
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Regular Syndrome Decoding: Application
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Regular Syndrome Decoding: Application

Oblivious Transfers (OT) are an essential building block for private 2-Party
Computation protocols.
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Regular Syndrome Decoding: Application

Oblivious Transfers (OT) are an essential building block for private 2-Party
Computation protocols.

Sender . Receiver
X0, X1 4 ’ b
Xb
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Computation protocols.

Sender . Receiver
X0, X1 4 ’ b
Xb

Preparing OTs is costly, as both parties need to share correlated
randomness.
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Regular Syndrome Decoding: Application

Oblivious Transfers (OT) are an essential building block for private 2-Party
Computation protocols.

Sender Receiver
X0, X1 4 b
Xb

Preparing OTs is costly, as both parties need to share correlated
randomness.

Pseudorandom Correlation Generators (PCGs) allow for OT-extension, i.e.,
they stretch short strings of correlated random bits to longer strings of
correlated pseudorandom bits [BCGI18, BCGT19, BCG120].
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Regular Syndrome Decoding: Application

Oblivious Transfers (OT) are an essential building block for private 2-Party
Computation protocols.

Sender Receiver
X0, X1 4 b
Xb

Preparing OTs is costly, as both parties need to share correlated
randomness.

Pseudorandom Correlation Generators (PCGs) allow for OT-extension, i.e.,
they stretch short strings of correlated random bits to longer strings of
correlated pseudorandom bits [BCGI18, BCGT19, BCG120].

There are also other applications (signature schemes and local
pseudorandom generators).
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The Attack of Briaud and @ygarden [B@23]
Consider (H,s = He), H e F=9)xn o — (1) eW)) e F",
eM .. e e Fb of HW < 1.
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The Attack of Briaud and @ygarden [B@23]
Consider (H,s = He), H e F=9)xn o — (1) eW)) e F",
eM .. e e Fb of HW < 1.

Idea: Model RSD as a system of quadratic equations:

O Variables £\, i ¢ [w], a € [b], for e with equations

E(g).EgD:o forie[w],1<a<p<b.
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The Attack of Briaud and @ygarden [B@23]
Consider (H,s = He), H e F=9)xn o — (1) eW)) e F",
eM .. e e Fb of HW < 1.

Idea: Model RSD as a system of quadratic equations:

O Variables £\, i ¢ [w], a € [b], for e with equations

E&’)-Eé')zo forie[w],1<a<p<b.

© For every row

(1) (1) (w) (w)
(hjyl,...,hJ.JJ,...,hj’1 Y ,)
of H and s = He, a parity check equation
5= > hDED for j € [n— K.

i€[w],a€[b]
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The Attack of Briaud and @ygarden [B@23]
Consider (H,s = He), H e FIn=kxn o — (e o)) ¢ F",
eM .. e e Fb of HW < 1.

Idea: Model RSD as a system of quadratic equations:

O Variables £\, i ¢ [w], « € [b], for e with equations

E&f).ggf>:o foriew],1<a<pg<b.

© For every row

(1) (1) (w) (w)
(hjyl,...,hJ.JJ,...,hL1 Y ,)
of H and s = He, a parity check equation
5= > hDED for j € [n— K.

i€[w],aelb]

Strategy: Use an XL-style algorithm to solve this equation system.
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XL-Algorithm (Macaulay Matrices)

Consider a set of equations over F[X1, ..., Xk]

A(X) = HX) = = fn(X) = 0.
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XL-Algorithm (Macaulay Matrices)

Consider a set of equations over F[X1, ..., Xk]

A(X) = H(X) = = fin(X) = 0.

© Populate the set of equations until some degree D
X7 X2 (X)) =0
for j € [m] and a1 + - - - + a, + deg(f;) < D.
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XL-Algorithm (Macaulay Matrices)

Consider a set of equations over F[ X1, ..., Xk]

A(X) = H(X) =+ = Fn(X) = 0.

@ Populate the set of equations until some degree D
Xt X2 f(X) =0

for j € [m] and a1 + --- + ax + deg(f;) < D.
@ Relinearize: Write coefficients of all equations into a matrix

coeff(g1)
Mp =
coeff(g).

Columns correspond to monomials and are sorted according to some
degree-preserving monomial ordering.
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Consider a set of equations over F[ X1, ..., Xk]

A(X) = H(X) =+ = Fn(X) = 0.

@ Populate the set of equations until some degree D
Xt X2 f(X) =0

for j € [m] and a1 + --- + ax + deg(f;) < D.
@ Relinearize: Write coefficients of all equations into a matrix

coeff(g1)
Mp =
coeff(g).

Columns correspond to monomials and are sorted according to some
degree-preserving monomial ordering.
© Reduce Mp, by bringing it into RRNF.
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XL-Algorithm (Macaulay Matrices)

Consider a set of equations over F[ X1, ..., Xk]

A(X) = H(X) =+ = Fn(X) = 0.

@ Populate the set of equations until some degree D
Xt X £(X) =0
for j € [m] and a1 + --- + ax + deg(f;) < D.
@ Relinearize: Write coefficients of all equations into a matrix
coeff(g1)
Mp = :
coeff(g).

Columns correspond to monomials and are sorted according to some
degree-preserving monomial ordering.

© Reduce Mp, by bringing it into RRNF.

@ Extract a Groebner basis from the rows of Mp.
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XL-Algorithm (Macaulay Matrices)

© Populate the set of equations until some degree D.

@ Relinearize: Write coefficients of all equations into a matrix Mp.
© Reduce Mp, by bringing it into RRNF.

@ Extract a Groebner basis from the rows of Mp.

This algorithm succeeds if D is large enough.
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XL-Algorithm (Macaulay Matrices)

© Populate the set of equations until some degree D.
@ Relinearize: Write coefficients of all equations into a matrix Mp.
© Reduce Mp, by bringing it into RRNF.

@ Extract a Groebner basis from the rows of Mp.

This algorithm succeeds if D is large enough.
Question: How high do we need to set D?
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@ Relinearize: Write coefficients of all equations into a matrix Mp.
© Reduce Mp, by bringing it into RRNF.

@ Extract a Groebner basis from the rows of Mp.

This algorithm succeeds if D is large enough.
Question: How high do we need to set D?
Lazard: D = ©(n) is good enough for most cases.
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XL-Algorithm (Macaulay Matrices)

© Populate the set of equations until some degree D.

@ Relinearize: Write coefficients of all equations into a matrix Mp.
© Reduce Mp, by bringing it into RRNF.

@ Extract a Groebner basis from the rows of Mp.

This algorithm succeeds if D is large enough.

Question: How high do we need to set D?

Lazard: D = ©(n) is good enough for most cases.

Salizzoni: D = dyeg(°", ..., fm ") + 1 suffices for Mutant-XL.
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XL-Algorithm (Macaulay Matrices)

@ Populate the set of equations until some degree D.
@ Relinearize: Write coefficients of all equations into a matrix Mp.
© Reduce Mp, by bringing it into RRNF.

@ Mutant-Step: If a row of Mp corresponds to a polynomial g with
deg(g) < D and

Xi - g ¢ span{X{*--- X - f;(X)} for some i € [],

then add g(X) = 0 to the set of initial equations and go back to step
1.

© Extract a Groebner basis from the rows of Mp.

This algorithm succeeds if D is large enough.

Question: How high do we need to set D?

Lazard: D = ©(n) is good enough for most cases.

Salizzoni: D = dyeg(f°", ..., fm ") + 1 suffices for Mutant-XL.
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Degree of Regularity
Let R=R® R' @ ... be a graded F-algebra.
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Degree of Regularity

Let R=R°@® R' @ ... be a graded F-algebra.
(For example, R = F[Xi, ..., Xk] is graded with

F[X]¢ = Space of homogeneous polynomials of degreed.)
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Degree of Regularity

Let R=R°® R' @ ... be a graded F-algebra.
The Hilbert series of R is defined by

HR(T) = idimF(Rd)- 79,
d=0
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Degree of Regularity

Let R=R°® R' @ ... be a graded F-algebra.
The Hilbert series of R is defined by

HR(T) = idimF(Rd)- 79,
d=0

The degree of regularity of a series H = > ¢4 - T9 is defined by

dreg(H) == inf{d € N | ¢4 < 0}.
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Degree of Regularity

Let R=R°@ R' @ ... be a graded F-algebra.
The Hilbert series of R is defined by

HR(T) = idimF(Rd)- 79,
d=0

The degree of regularity of a series H = > ¢4 - T9 is defined by

dreg(H) == inf{d € N | ¢4 < 0}.

The degree of regularity of homogeneous fi, ..., f, € F[X1,..., X,] is
defined by dreg(fl, ceey fm) = dreg(Hﬂz[X]/(fl,__’fm)).
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Degree of Regularity

Let R=R°@ R' @ ... be a graded F-algebra.
The Hilbert series of R is defined by

HR(T) = idimF(Rd)- 79,
d=0

The degree of regularity of a series H = > ¢4 - T9 is defined by
dreg(H) == inf{d € N | ¢4 < 0}.

The degree of regularity of homogeneous fi, ..., f, € F[X1,..., X,] is
defined by dreg(fl, ceey fm) = dreg(HF[X]/(f17_._7fm)).
Given a series H = Y., cq - TY, its truncation is given by

dreg(#)—1

[H]+ = Z Cd - Td.

d=0
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XL-Algorithm (Macaulay Matrices)

© Populate the set of equations until some degree D.

@ Relinearize: Write coefficients of all equations into a matrix Mp.
© Reduce Mp, by bringing it into RRNF.

© Mutant-Step: Extract degree-falls.

© Extract a Groebner basis from the rows of Mp.
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XL-Algorithm (Macaulay Matrices)

@ Populate the set of equations until some degree D.

@ Relinearize: Write coefficients of all equations into a matrix Mp.
© Reduce Mp, by bringing it into RRNF.

© Mutant-Step: Extract degree-falls.

© Extract a Groebner basis from the rows of Mp.

Theorem ([Sal25])

The above algorithm solves® the system fi(X) = --- = f,(X) = 0 in time
O(k*P) where D = dyeg(£°°, ..., fm?) + 1.

“l.e., it computes a Groebner basis for some degree-preserving monomial ordering.
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XL-Algorithm (Macaulay Matrices)

@ Populate the set of equations until some degree D.

@ Relinearize: Write coefficients of all equations into a matrix Mp.
© Reduce Mp, by bringing it into RRNF.

@ Mutant-Step: Extract degree-falls.

© Extract a Groebner basis from the rows of Mp.

Theorem ([Sal25])

The above algorithm solves® the system fi(X) = --- = f,(X) = 0 in time
O(k*P) where D = dyeg(£°°, ..., fm?) + 1.

“l.e., it computes a Groebner basis for some degree-preserving monomial ordering.

dreg constant = poly-time attack.
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XL-Algorithm (Macaulay Matrices)

@ Populate the set of equations until some degree D.

@ Relinearize: Write coefficients of all equations into a matrix Mp.
© Reduce Mp, by bringing it into RRNF.

@ Mutant-Step: Extract degree-falls.

© Extract a Groebner basis from the rows of Mp.

Theorem ([Sal25])

The above algorithm solves® the system fi(X) = --- = f,(X) = 0 in time
O(k*P) where D = dyeg({°", ..., fm?) + 1.

“l.e., it computes a Groebner basis for some degree-preserving monomial ordering.

dreg constant = poly-time attack.
dreg sublinear = subexponential-time attack.
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XL-Algorithm (Macaulay Matrices)

@ Populate the set of equations until some degree D.

@ Relinearize: Write coefficients of all equations into a matrix Mp.
© Reduce Mp, by bringing it into RRNF.

@ Mutant-Step: Extract degree-falls.

© Extract a Groebner basis from the rows of Mp.

Theorem ([Sal25])

The above algorithm solves® the system fi(X) = --- = f,(X) = 0 in time
O(k*P) where D = dyeg({°", ..., fm?) + 1.

“l.e., it computes a Groebner basis for some degree-preserving monomial ordering.

dreg constant = poly-time attack.
dreg sublinear = subexponential-time attack.
Problem: How do we bound dyeg(f°", ..., fa?)?
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Semi-Regularity
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Semi-Regularity
The concept of semi-regularity goes back to a conjecture of Fréberg on
generic sequences [Fré85, Parl0].
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Semi-Regularity

The concept of semi-regularity goes back to a conjecture of Fréberg on
generic sequences [Fré85, Parl0].

There are 4 different definitions of semi-regular sequences (depending on
the size of the field and if mathematical /cryptographic).
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Semi-Regularity

The concept of semi-regularity goes back to a conjecture of Fréberg on
generic sequences [Fro85, Par10].

There are 4 different definitions of semi-regular sequences (depending on
the size of the field and if mathematical/cryptographic).

Definition (Mathematical Semi-Regularity Over Large Fields)

A sequence of homogeneous elements fi,...,f, € R is semi-regular if

(R/(f,...,fi—1))? — (R/(f, ..., Fi_y))dTdee)
z—z-f;

has full rank for all i € [m], d € Np.
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Semi-Regularity

The concept of semi-regularity goes back to a conjecture of Fréberg on
generic sequences [Fro85, Par10].

There are 4 different definitions of semi-regular sequences (depending on
the size of the field and if mathematical/cryptographic).

Definition (Mathematical Semi-Regularity Over Large Fields)
A sequence of homogeneous elements fi,...,f, € R is semi-regular if
(R/(f, ..., fi1))? — (R/(fi,..., fi_g))d+deel)

z+—>z-f;

has full rank for all i € [m], d € Np.

Lemma

Iffi,...,fn € R is semi-regular, we have

HR/(fryo ) (T) = [(1 — Tdea()) ... (1 — TdeE(fm)) . 4 p(T) =

.
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The Attack of Briaud and @ygarden [B@23]

@ Variables £\, i ¢ [w], « € [b], for e with equations
ED-EY =0 forie[w],1<a<p<b.

@ Parity check equations

5= > h ED for j € [n— K.
i€[w],a€[b]
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The Attack of Briaud and @ygarden [B@23]

@ Variables £\, i ¢ [w], « € [b], for e with equations
ED-EY =0 forie[w],1<a<p<b.
@ Parity check equations

5= > h ED for j € [n— K.
i€[w],a€[b]

To bound the degree of regularity, Briaud and @ygarden need that
parity-check pollynomials h1,..., h,_k form a semi-regular sequence in
FIEI/(EY - EY |ie w1 <a<B<b).
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The Attack of Briaud and @ygarden [B@23]

@ Variables £\, i ¢ [w], « € [b], for e with equations
ED-EY =0 forie[w],1<a<p<b.
@ Parity check equations

5= > h ED for j € [n— K.

i€[w],aelb] ,

To bound the degree of regularity, Briaud and @ygarden need that
parity-check polynomials hy, ..., h,_, form a semi-regular sequence in
FIEI/(EY - EY |ie w1 <a<B<b).

Solution: Semi-Regularity Heuristic! Just assume that hy,..., h,_j are
semi-regular.
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Semi-Regularity Heuristic
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Semi-Regularity Heuristic

Hypothesis

A sequence of polynomials fi,. .., f,, from some distribution in some
graded ring R will be semi-regular with some probability for some
parameters.
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Semi-Regularity Heuristic

Hypothesis

A sequence of polynomials fi,. .., f,, from some distribution in some
graded ring R will be semi-regular with some probability for some
parameters.

Correctness of heuristic depends on various factors!
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Our Results [NMSU25]

Let k,n,w € N, n = bw.
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Our Results [NMSU25]

Let k,n,w € N, n = bw.

Theorem

The semi-regularity hypothesis of [BD23] is wrong for w € {2, 3}.
However, it is true for w large enough and w - (12’) > 2(kJ2rl).
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Our Results [NMSU25]

Let k,n,w € N, n = bw.

Theorem

The semi-regularity hypothesis of [B@23] is wrong for w € {2,3}.
However, it is true for w large enough and w - (12’) > 2(kJ2rl).

Corollary

There is a PPT algorithm for the Regular Syndrome Decoding problem
whenever w - (g) > 2(’”51).
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Semi-Regularity for the Attack of [B@23]

Let k,n,w € N, n= bw.
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Semi-Regularity for the Attack of [B@23]

Let k,n,w € N, n= bw.

Hypothesis

A sequence of uniformly random linear forms

hi,...,hp—k € F[E]/(Eéi) . E[gi)) is semi-regular with overwhelming
probability.
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Semi-Regularity for the Attack of [B@23]

Let k,n,w € N, n= bw.

Hypothesis
A sequence of uniformly random linear forms

() Gy - y : :
hi,... ho_ € F[E]/(Eq” - E5”) is semi-regular with overwhelming
probability.

We consider huge fields (# F = 2256).
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Semi-Regularity for the Attack of [B@23]

Let k,n,w € N, n= bw.

Hypothesis

A sequence of uniformly random linear forms
hi, ... hox € F[E]/(ES - E[g')) is semi-regular with overwhelming
probability.

We consider huge fields (# F = 2256).

Lemma (Schwartz-Zippel)
For f € F[X], f #0

_ deg(f)
el =0l < =
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Semi-Regularity for the Attack of [B@23]

Let k,n,w € N, n = bw.

Hypothesis

A sequence of uniformly random linear forms

hi,...,hp_k € IE‘[E]/(Eo(j) : Eg)) is semi-regular with overwhelming
probability.

We consider huge fields (# F = 22%9).

By a Schwartz-Zippel argument, the above hypothesis is equivalent to:
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Semi-Regularity for the Attack of [B@23]

Let k,n,w € N, n = bw.

Hypothesis

A sequence of uniformly random linear forms

hi,...,hp_k € IE‘[E]/(Eo(j) : Eg)) is semi-regular with overwhelming
probability.

We consider huge fields (# F = 22%9).
By a Schwartz-Zippel argument, the above hypothesis is equivalent to:

Hypothesis

There exists a semi-regular sequence of linear forms
h,...,ho—x € FIE]/(ES - ED).
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Semi-Regularity for the Attack of [B@23]
Let k,n,w € N, n= bw.

Hypothesis

A sequence of uniformly random linear forms
hi,...,hp—k € IF[E]/(ES) . E/é')) is semi-regular wop.
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Semi-Regularity for the Attack of [B@23]
Let k,n,w € N, n= bw.

Hypothesis

A sequence of uniformly random linear forms
hi,...,hp—k € IF[E]/(ECE') . E[g')) is semi-regular wop.

H :(1 - T)n_k : H]F[E]/(Eg),Eg))(T)

IF[E]/(hl,...,hn_k,Eé’)~Eg"))( 7)

=(1—T)" % (14 bT +bT?>+...)"

et ((F51) - w(3)) T

Cueto Noval, Merz, Stihlin, Unal Soundness of Algebraic Attacks October 20, 2025 21/39



Semi-Regularity for the Attack of [B@23]
Let k,n,w € N, n= bw.
Hypothesis

A sequence of uniformly random linear forms
hi,...,hp—k € IE‘[E]/(ECS/) . E[g')) is semi-regular wop.

H

n—k
F1E] /(oo 06O (T) == 1) Hyy g0 g0y (T)
=(1—T)" % (14 bT +bT?>+...)"

et ((F51) - w(3)) T

According to semi-regularity hypothesis, we have

k+1 b
re §2 — S : .
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Primal-Dual Equivalence
For (H,s = He), [B@23] considered a dual modeling

Eéi).Eéi)zo foriew],1<a<p<b,

s = Z hJ(.g-Eo(é") for j € [n— K].
i€[w],a€[b]
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Primal-Dual Equivalence
For (H,s = He), [B@23] considered a dual modeling

Eéi)~Eéi)=0 forie[w],1<a<p<b,

s = Z hJ(.gé-Eo(é") for j € [n— K].
i€[w],a€[b]

For the LPN version (G,y = Gx + e), G € F"™*¥ x € F, there is also a
primal modeling over F[ Xy, ..., X]
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Primal-Dual Equivalence
For (H,s = He), [B@23] considered a dual modeling

Eéi)~Eéi):0 forie[w],1<a<p<b,
5= > h.ED for j € [n— k.
i€[w],a€[b]

For the LPN version (G,y = Gx+e), G € Fr*k x ¢ Tk there is also a
primal modeling over F[ Xy, ..., X]

(y&—zg() X) Z D.X)=0 foricw,1<a<B<b

where every row of G is given by

g =g".....g").
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Primal-Dual Equivalence

Let (H,s = He) and (G,y = Gx + €) be equivalent formulations of the
same code-based problem instance.
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Primal-Dual Equivalence

Let (H,s = He) and (G,y = Gx + €) be equivalent formulations of the
same code-based problem instance.

Lemma

The dual modeling for (H,s = He) and the primal modeling for

(G,y = Gx + e) are equivalent, in the sense that both have the same
degree of regularity.
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Primal-Dual Equivalence
Let (H,s = He) and (G,y = Gx + €) be equivalent formulations of the
same code-based problem instance.

Lemma

The dual modeling for (H,s = He) and the primal modeling for
(G,y = Gx + e) are equivalent, in the sense that both have the same
degree of regularity.

Proof (High-Level Idea):
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Primal-Dual Equivalence
Let (H,s = He) and (G,y = Gx + €) be equivalent formulations of the
same code-based problem instance.

Lemma

The dual modeling for (H,s = He) and the primal modeling for
(G,y = Gx + e) are equivalent, in the sense that both have the same
degree of regularity.

Proof (High-Level Idea): We have a short exact sequence

0 —s Fk Sy pn Hypn—k 0.
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Primal-Dual Equivalence

Let (H,s = He) and (G,y = Gx + €) be equivalent formulations of the
same code-based problem instance.

Lemma

The dual modeling for (H,s = He) and the primal modeling for
(G,y = Gx + e) are equivalent, in the sense that both have the same
degree of regularity.

Proof (High-Level Idea): We have a short exact sequence
0—FF S Bk o0
For RSD, this sequence induces an isomorphism

FIEN/(ES - EY (), hooi(E)) — FIX1/(£)(X) - g5)(X))
ED —s g)(X).
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Primal-Dual Equivalence

Let (H,s = He) and (G,y = Gx + €) be equivalent formulations of the
same code-based problem instance.

Lemma

The dual modeling for (H,s = He) and the primal modeling for

(G,y = Gx + e) are equivalent, in the sense that both have the same
degree of regularity.

Proof (High-Level Idea): We have a short exact sequence
0—F S Fn Mk o,
For RSD, this sequence induces an isomorphism
FIE/(ED - B m(E)...... hoi(E)) — FIX]/(e{)(X) - g5 (X))
EY — g{)(X).

H O

dreg(H

IF[E]/(E&")-Eg’,hl(E),...,hn_AE))) = dreg( mx1/(g.s><x>.gg><x>>)-
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Primal Modeling

For the Regular LPN problem (G,y = Gx + e), consider the polynomial
system over F[ X, ..., Xk]

() - D)) (v —g(x)) =0 foriewl1<a<s<b

where the (i, «)-th row of G is evaluated by the linear form

k
g(X)=Y g X;.
j=1
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Primal Modeling

For the Regular LPN problem (G,y = Gx + e), consider the polynomial
system over F[ X, ..., Xk]

() - D)) (v —g(x)) =0 foriewl1<a<s<b

where the (i, a)-th row of G is evaluated by the linear form

k
g0 =>"g" x;.
j=1
This system has dyeg < 2 iff

span{g{)(X) - g\ (X) | for i € [w],1 < o < § < b} = F[X1,..., X%
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Primal Modeling

For the Regular LPN problem (G,y = Gx + e), consider the polynomial
system over F[ X, ..., Xk]

() - D)) (v —g(x)) =0 foriewl1<a<s<b

where the (i, a)-th row of G is evaluated by the linear form

k
g0 =>"g" x;.
j=1
This system has dyeg < 2 iff

span{g{)(X) - g\ (X) | for i € [w],1 < o < § < b} = F[X1,..., X%

The semi-regularity hypothesis implies that this holds whenever
w - (b) > (k+1)_

2 2
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Refuting Semi-Regularity for w =2 and b=k — 1
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Refuting Semi-Regularity for w =2 and b=k — 1

For w = 2,b = k — 1, the inequality w - (12’) > (k;rl) does hold.
Hence, the semi-regularity heuristic would imply that there are linear forms
gl(l), e ,El_)l,gl(z), . ,g,Ez_)l € F[X]! such that

span{g{M 'gél)} + span{g? -g,((f)} =F[X4,..., Xu]>.
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Refuting Semi-Regularity for w =2 and b=k — 1
For w = 2,b = k — 1, the inequality w - (b) > (k;rl) does hold.

2
Hence, the semi-regularity heuristic would imply that there are linear forms
gl(l), e ,El_)l,gl(z), . ,g,Ez_)l € F[X]! such that

span{g{!) - gél)} + span{g? -g,((f)} =TF[X1,..., X]*.

Disproof: Write V(1) = Span{gl(l), cee ;Elf)1
and V(2) = Span{g{z)’ ey 152_)1 .

Cueto Noval, Merz, Stahlin, Unal

Soundness of Algebraic Attacks

October 20, 2025 25 /39



Refuting Semi-Regularity for w =2 and b=k — 1
For w = 2,b = k — 1, the inequality w - (b) > (kH) does hold.
Hence, the semi-regularity heuristic would imply that there are linear forms

g:{l)»---,g,gl,)l,gfz),... (2 EIF[X]1 such that

span{g{!) - g{"} + span{g® - g{?} = FIx1,..., X

Disproof: Write V(1) = Span{gl(l), cee ;Elf)1

Wiog. dim V() =dim V() = k —1 and V() #£ v(?),
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Refuting Semi-Regularity for w =2 and b=k — 1
For w = 2,b = k — 1, the inequality w - (b) > (k;rl) does hold.

2
Hence, the semi-regularity heuristic would imply that there are linear forms
g:{l)»---, ,El,)l,gfz), e ,5231 € F[X]* such that

span{g{!) - g{"} + span{g® - g{?} = FIx1,..., X

Disproof: Write V(1) = Span{gl(l), s ,@1

and V() = span{gl(z), . ,g,£2_)1}.

Wiog. dim V() =dim V() = k —1 and V() #£ v(?),

Since V), v(2) ¢ F[X]', the dimension of C = V(N N V() is k — 2
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Refuting Semi-Regularity for w =2 and b=k — 1
For w = 2,b = k — 1, the inequality w - (12’) > (k;rl) does hold.
Hence, the semi-regularity heuristic would imply that there are linear forms

g:{l)» cee ,El,)l,gfz), e ,5231 € F[X]* such that

span{g{!) - g{"} + span{g® - g{?} = FIx1,..., X
Disproof: Write V(1) = Span{gl(l), s 1517)1
and V() = span{gl(z), . ,g,£2_)1}.
Wiog. dim V() =dim V() = k —1 and V() #£ v(?),

Since V() v(2) ¢ F[X]', the dimension of C = V(N N V3 is k —2. In
particular, there are g1, g € F[X]* such that

v = C + span{g}, V) = C + span{g}.
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Refuting Semi-Regularity for w =2 and b=k — 1
For w = 2,b = k — 1, the inequality w - (12’) > (k;rl) does hold.
Hence, the semi-regularity heuristic would imply that there are linear forms

g:{l)» cee ,El,)l,gfz), e ,5231 € F[X]* such that

span{g{!) - g{"} + span{g® - g{?} = FIx1,..., X

Disproof: Write V(1) = Span{gl(l), s ,@1
and V() = span{gl(z), . ,g,£2_)1}.
Wiog. dim V() =dim V() = k —1 and V() #£ v(?),
Since V() v(2) ¢ F[X]', the dimension of C = V(N N V3 is k —2. In
particular, there are g1, g € F[X]* such that
V) = C + span{g }, VP = C + span{g}.
If the hypothesis was true, then

FIX]? = (V)2 4 (V@) = C2 4 g1 - C+ C?+ g - C +span{g?, g5 ).
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Refuting Semi-Regularity for w =2 and b=k — 1
For w = 2,b = k — 1, the inequality w - (12’) > (k;rl) does hold.
Hence, the semi-regularity heuristic would imply that there are linear forms

g:{l)» cee ,El,)l,gfz), e ,5231 € F[X]* such that

span{g{!) - g{"} + span{g® - g{?} = FIx1,..., X
Disproof: Write V(1) = Span{gl(l), s ,@1
and V() = span{gl(z), . ,g,£2_)1}.
Wiog. dim V() =dim V() = k —1 and V() #£ v(?),
Since V() v(2) ¢ F[X]', the dimension of C = V(N N V3 is k —2. In
particular, there are g1, g € F[X]* such that
v = C 4 span{g1}, V) = C + span{g}.
If the hypothesis was true, then
FIXP = (VD) 4+ (VP2 = C? 4+ g1 - C+ C* + g C +span{gf, g5}

However, (“31) > (“;') +2(k — 1) + 2. O
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Proving Semiregularity for b(%) > 2(*}")
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Proving Semiregularity for b(';") > Q(k;rl)

Idea: Prove hypothesis for w = 2 and b > g + 1 by constructing linear
forms (gl('), . ,glg'))}"’:l € F[X] such that

span {géi) - gg) ‘ iew),l1<a<p< b} = F[X]°.
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Proving Semiregularity for b(';") > Q(k;rl)

: : _ 2 k P
Idea: Prove hypothesis for w = a“ and b > % 4 1 by constructing linear

forms (gl(i), . ,glgi))}"’:l € F[X] such that

span {géi) - gg) ‘ iew),l1<a<p< b} = F[X]°.

Prove hypothesis for w - (5) > 2(¥1) by noticing that

k
WZazande;—i—l

for a = {ﬁ-‘
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Conclusion

Theorem

The semi-regularity hypothesis of [BD23] is wrong for w € {2,3}.

However, if w - (3) > 2(kJ2“1), then the dual and primal modelings of RSD
have a degree of regularity of 2.

Corollary

If w - ([2’) > 2(kJ2rl), then we can solve an RSD instance (H, He) in time

O(n*?) with probability 1 — O(k?/ |F|) over the randomness of
H Y F(nfk)xn_
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Learning With Bounded Errors

Let G € Zng be some generator matrix.
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Learning With Bounded Errors

Let G € Zng be some generator matrix.

Definition (Learning With Errors (LWE) Problem)

Extract x from

(G, Gx + e mod q)

where x Zg and e < DJ.
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Learning With Bounded Errors
Let G € Zng be some generator matrix.

Definition (Learning With Errors (LWE) Problem)

Extract x from
(G, Gx + e mod q)

where x Zg and e «+ D7.

Definition (Learning With Bounded Errors (LWBE) Problem)

Extract x from

(G, Gx+ e mod q)

wherex<—Z§ and e + {0,...,d — 1}".
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Arora-Ge: Primal Modeling

Let G € Z)*K x € Zk, e {0,...,d — 1}".
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Arora-Ge: Primal Modeling

Let G € Z)** x € Zk, e {0,...,d - 1}".
Arora-Ge [AG11] algorithm for solving (G, y = Gx + e):
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Arora-Ge: Primal Modeling

Let G € Z)** x € Zk, e {0,...,d - 1}".
Arora-Ge [AG11] algorithm for solving (G, y = Gx + e):
Q Define f(2) =2-(Z2-1)-(Z-2)---(Z—-d+1).
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Arora-Ge: Primal Modeling

Let G € Z)** x € Zk, e {0,...,d - 1}".

Arora-Ge [AG11] algorithm for solving (G, y = Gx + e):
Q Define f(2):=2-(Z-1)-(Z-2)---(Z—-d+1).
@ Collect degree-d equations

K
flyi— & X)=0.
=1
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Arora-Ge: Primal Modeling

Let G € Z)** x € Zk, e {0,...,d - 1}".

Arora-Ge [AG11] algorithm for solving (G, y = Gx + e):
Q Define f(2):=2-(Z-1)-(Z-2)---(Z—-d+1).
@ Collect degree-d equations

K
flyi— & X)=0.
=1

© Relinearize and solve the system once enough equations have been
collected.
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Arora-Ge: Primal Modeling

Let G € Z)** x € Zk, e {0,...,d - 1}".

Arora-Ge [AG11] algorithm for solving (G,y = Gx + e):
@ Define f(Z2):=2Z2-(Z-1)-(Z2—-2)---(Z—d+1).
@ Collect degree-d equations

k
flyi— Zgi,j - Xj) = 0.
j=1

© Relinearize and solve the system once enough equations have been
collected.

Arora-Ge: We need n = O(log(q) - q - k9) samples.
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Arora-Ge: Primal Modeling

Let G € Z)** x € Zk, e {0,...,d - 1}".

Arora-Ge [AG11] algorithm for solving (G,y = Gx + e):
@ Define f(Z2):=2Z2-(Z-1)-(Z2—-2)---(Z—d+1).
@ Collect degree-d equations

k
flyi— Zgi,j - Xj) = 0.
j=1

© Relinearize and solve the system once enough equations have been
collected.
Arora-Ge: We need n = O(log(q) - q - k9) samples.
Our Work [NMSU25]: If g > d is prime, n = (79~") samples are enough.
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Semiregularity by Vandermonde Matrices
Lemma
Let charF > d and n= (“TS™1). When sampling g1, ..., gn + F[X]*, we

have wop.

spanp{g1(X)?, ..., ga(X)"} = FIX]%.
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Semiregularity by Vandermonde Matrices

Lemma
Let charF > d and n= (“T971). There are g1, ..., g, € F[X]* such that

spang{g1(X)%,. .., ga(X)*} = FIX]".
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Semiregularity by Vandermonde Matrices

Lemma
Let charF > d and n= (“T971). There are g1, ..., g, € F[X]* such that

spang{g1(X)%,. .., ga(X)*} = FIX]".

Let a(1),...,a(n) be an enumeration of

{/BENI(;_I‘/Bl‘i‘"“"kalSd}-
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Semiregularity by Vandermonde Matrices

Lemma
Let charF > d and n= (“T971). There are g1, ..., g, € F[X]* such that

spang{g1(X)%,. .., ga(X)*} = FIX]".

Let a(1),...,a(n) be an enumeration of

{5€N§_1‘51+"‘+5k4éd}-

The multivariate Vandermonde matrix on «(1),...,«(n) is given by
Oé(l)(ll(l)l . a(l)lz(_ll)k—l . a(l)‘l)‘(”)l . a(l)z—nl)k_l

V= : : c Fm<n
a(my D a(pG ()i a()
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Semiregularity by Vandermonde Matrices

Lemma
Let charF > d and n= (“T971). There are g1, ..., g, € F[X]* such that

spang{g1(X)%,. .., ga(X)*} = FIX]".

Let a(1),...,a(n) be an enumeration of

{ﬂENé_l‘ﬂl‘f‘"""kalSd}-

The multivariate Vandermonde matrix on «(1),...,«(n) is given by
05(1)(11(1)1 . a(l)lz(_ll)k—l . a(l)‘l)‘(”)l . O‘(l)z—nl)k_l

V= : : c Fm<n
a(my D a(pG ()i a()

For f € F[X1,..., Xk_1]9: V- coeff(f) = (f(a(1)),..., f(a(n)))
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Semiregularity by Vandermonde Matrices

a(Dy P apPt ey

V = : " . c Fn<nm,

a(mi Mo ()i a(n)p )
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Semiregularity by Vandermonde Matrices

(1)@ o (1))
V= : " : e ™",

a(,,)a(l) . a(n)a(n)
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Semiregularity by Vandermonde Matrices

(1)@ o (1))
V= : - : e ™,
a(n)"(l) . a(n)a(n)

One can show: det V = H, (d+1- )’ (- 2+')
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Semiregularity by Vandermonde Matrices

(1)@ o (1))
V= : - : e ™,
a(n)"(l) . a(n)a(n)

One can show: det V = H L (d+1- )’ (- 2+')
Set for i € [n]

k—1

=X+ > _a(i);- X

Jj=1
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Semiregularity by Vandermonde Matrices

(1)@ o (1))
V = : : e ™",
a(n)®® ... a(n)e™
One can show: det V = H L (d+1- /)’ (- 2+')
Set for i € [n]

k—1

=X+ > _a(i);- X

Jj=1

We have

(&i( X) Z'Y o a(J) Xa(J) 'Xka_(jl)k_l'X:_a(j)l_"'_o‘(j)k—1
Jj=1

for v1,...,7vn € F not zero.
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Semiregularity by Vandermonde Matrices
We have

(gi(X))? Zv a(i)e0) . xpOr . xoUr | yd-alim—alilis
j=1

for y1,...,vn € F not zero.
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Semiregularity by Vandermonde Matrices
We have

(gi(X))? 27 a(i)0) . Xa(J) ,,lelij]?kfl _X:—a(j)l_..._a(j)k71

j=1

for y1,...,vn € F not zero.
Hence,

coeff(gf') o(1)*W (1)) gé!

coeft(gd))  \a(n)o® ... a(n)2 -
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Semiregularity by Vandermonde Matrices
We have

(gl X) Z’Y Oé CY(J) Xa(J) .. _lelij]?kfl . X:_a(j)l_"'_a(j)k71
Jj=1

for y1,...,vn € F not zero.
Hence,

coefl(gf)) (o)D) o a0\ [y
cocft(gd))  \a(n)*® ... a(n)l® o

Lemma

Let charF > d and n = (k+z_1). There are g1, . .., g, € F[X]* such that

spang{g1(X)?, ..., gn(X)?} = F[X]".

= Ty
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Semiregularity by Vandermonde Matrices
We have

« o) k— d—a(j)1——a())r_
(&i(X)? Z’yj Jel) . x20n L xoWher | xd=alh— el

for y1,...,vn € F not zero.
Hence,

coeff(gf) a(1)*® (1) 71
coeff(g9) a(n)a(l) a(n)o‘(”) Yn

Lemma

Let charF > d and n = (“TS™1). When sampling g1,. .., g, + FIX]!, we
have with probability > 1 — nd/ |F|

spang{g1(X)?, ..., gn(X)?} = F[X]".

= = — et
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Overview of Runtimes

Samples Time Heuristical?
[AG11] d| O (Iog(q) -q- kd) 0] (Iog(q) -q- kw"’) NO
ACFP14] | 2 | O (kloglogk O (K2 .2 st NO
glog
[ACFP14] | 2 c-k 20(K) YES
[STA20] |2 c-k? KkO(/c) YES
[STA20] |2 kit 20(n77) YES
[Ste24] |d > k 200K) NO
[Ste24] d 0 ((k—i—j—l)) 0 (d3 ] C‘(jk_l)lfl |n(4)> YES
[Ste24] | 2 0 (k?) o (k- (43)77) YES
[NMSU25] | d ) O (dk'+9) NO
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